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1 INTRODUCTION

The Self-Service Password Portal allows you to perform the following:
e Perform One-Time Enrolment so that you can utilize services like the self-service password
reset and account unlock functions
e Reset your Hmail password should you forget your password

e Unlock your account in the event it has become locked, due to the maximum number of retries
having been exceeded, although you do remember your password

e Update your enrolment details such as mobile number, secret question and answer.

The secret question is to allow the system to authenticate you using an alternative method that the
user sets. If the secret question is not set or the one-time enrolment is not performed, the user will
not be able to perform the self-service password reset via this portal.

The portal is accessible directly via
a) https://sspp.hmail.sg



https://sspp.hmail.sg/
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HOMEPAGE

This is the Self-Service Password Portal home page at https://sspp.hmail.sg.

m SELF SERVICE PASSWORD PORTAL

To use this service, you must enol by ciicking the Enrolment section below

N\
(=)
Reset Passwurd@ Unlock Acouunt@ Enmlment\ C,/ )
NS

I you have forgotten your password I your account gets locked after too many If you want to enrol o update your Enrolment
wrong password attempts details

User Gulde

If you need help on using SSPP Portal

SSPP Web Home Page

e To access, click on the icon to select the option.

e Ifthis is the first time you are accessing the portal, you will need to perform a one-time
enrolment before using the portal. Please click on ‘Enrolment’ icon. You must successfully
complete the enrolment before the system allows you to proceed.

e Enrolment is only required once, after which you may access all options directly from the main
portal menu.


https://sspp.hmail.sg/
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3 ONE-TIME ENROLMENT
Please prepare the following information before you proceed:

e The mobile number you wish to use for receiving One Time Passwords (OTP).
e Aresponse to any one of the pre-defined secret questions listed

You will be prompted to login as follows:

Enrolment Registration

Domain\Username

Password

Please enter your current Windows login password

Cancel Next

e Enter your <Domain Name>\<Username> (eg. SHS\MaryWong)
e Enter your Windows login password and click “Next”

e The system will verify your credentials against the Active Directory (AD).

If your credentials are incorrect:

Enrolment Registration

Domain\Username

SHS\MaryWong

Password

Please enter your current Windows login password

Invalid user id or password

Cancel Next
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Upon successful login, you will be prompted to enter your enrolment details as follows.

Enrolment Registration

Mobile (+65):

91234567

Only & digits are allowed. Example: 91234567

Email Address

Username@ihis.com.sg

Secret Question

Choose a question ... v

Answer for Secret Question

[ Show Answer

Cancel Next

e Enter the following fields and click “Next”

> Mobile Number (Only 8 digits)
IMPORTANT: Ensure that the Mobile Number entered is correct as system will send a
One Time Pin to you via this number to complete the enrolment.

» Secret Question (Select from the pre-defined list as shown)

> Answer to Secret Question (must be at least 10 characters long)
Secret Question

Choose a question ... v

Choose a question ...

What was the first concert you attended?

What is the first name of your favourite professor in your college?

What is the make and model of your first car?

‘ What is the name of your first pet?

What is the title of your favourite childhood book?

e Email Address is a display field and is extracted from your AD.
e Click on ‘Show Answer’ checkbox if you want to see what you are typing or have typed.

e Click “Next”.

You should receive your One Time Pin (OTP) via the mobile phone you have specified shortly. If you do
not receive an OTP within 3 minutes, please check that the mobile number is correct, and click the link
provided to resend a new OTP to your mobile phone.
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You may also click the link to request a new OTP if you have accidentally deleted the OTP from your
mobile phone or that your OTP has expired. Note that the OTP expiry is 3 minutes.

Enrolment Registration

Domain\Username

SH5\MaryWong

One Time Pin

One Time Pin
If you don't receive the OTP. Please click here to generate a new OTP
Cancel Mext

Only registered user will receive OTP, please click here to enraoll if you haven't registered in

fhe SSPPR.

e Enter the OTP in the One Time Pin field and click “Next”.

e Your OTP is only valid for 3 minutes. If the OTP does not work, it may be expired. Please click to
request a new OTP.

e If you are unable to successfully enter an OTP after making 3 new OTP requests, please contact
your institution helpdesk.

e Upon successful enrolment, you will be shown the message below and an email will be sent to
you. You can either proceed to return to the Home Page or continue to update your enrolment
details by clicking on the appropriate links.

Enrolment Registration

Your account has been enrolled successfully : Click here to go back to the

home page or here to update your details.
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4

RESET PASSWORD

Pre-requisites:
e You must have the mobile phone of which the number has been enrolled in this Self- Service
Portal with you. This is for receiving the One Time Passwords (OTP).

e You must remember your secret question and answer to use this function.

Note: Resetting password will unlock the account automatically as well.

You will be requested to login when you click on the Reset Password option on the Self-Service
Password Portal Home Page.

Reset Password

Domain\Username

DomainiUsernam

m

MNext

e Enter your Domain Name\User name as shown in the example and click “Next”.

e The system will verify your credentials against AD.
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Upon successful verification, you will receive a One Time Pin (OTP) via your mobile phone.

Enrolment Registration

Domain\Username

SH5\MaryWong
One Time Pin
One Time Pin
If you don't receive the OTP. Please click here to generate a new OTP

Cancel MNext

Cnly registered user will receive OTP, please click here to enroll if you haven't registered in

the S5PP,

e Enter the OTP shown on your mobile in the One Time Pin field and click “Next”.

e Click ‘here’ to request a new OTP if you did not receive the OTP or have accidentally deleted
the OTP from your mobile phone or that your OTP has expired. Note that the OTP expiry is 3
minutes.
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This is the Reset Password Screen.

DomainiUsernams

Mew Password:

Secret Guestion:

Vihat |s the make and modal af wour first car?

Answer for Secret Question

L] Show Answar

Cancel Resat

e Enter the OTP shown on your mobile in the One Time Pin field and click “Next”.

o New Password (case sensitive). New password must meet the password policy
requirement of the individual clusters.

o Confirm New Password (must be same as New Password)

o Answer for Secret Question (must match the answer entered during the One-Time

Enrolment)

e Click ‘Cancel’ if you wish to cancel your action and return to the Home Page

e Click on ‘Show Answer’ checkbox if you want to see what you are typing or have typed.
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Upon successful password change, you will be shown the message below and an email will be
sent to you.

Reset Password

Password updated successfully : Your Windows login password has been

updated successfully. The system will automatically logout shortly or click here

to logout immediately.

Your Windows login password has been updated successfully. You may use your new password from
now on.
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UNLOCK ACCOUNT

Pre-requisites:
e You must have the mobile phone of which the number has been enrolled in this Self-
Service Portal with you. This is for receiving the One Time Passwords (OTP).

e You must remember your secret question and answer to use this function.

You may use this facility if you remember your password, but your account has been locked.
This may be due to having exceeded the maximum number of retries during login.

You will be requested to login when you click on the Unlock Account option on the Self-Service
Password Portal Home Page.

Unlock Account

Domain\Username

Domain\Username

Next

e Enter your Domain Name\Username as shown in the example and click “Next”.

e The system will verify your credentials against the AD.
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Upon successful verification, you will receive a One Time Pin (OTP) via your mobile phone.

Unlock Account

Secret Question:

What is the title of your favourite childhood book?

Answer for Secret Question

[ show Answer

e Enter the One Time Pin shown on your mobile into the One Time Pin field and click
“Next”.

o C(Click ‘here’ to generate a new OTP if you did not receive the OTP or have accidentally
deleted the OTP from your mobile phone or that your OTP has expired. Note that the OTP
expiry is 3 minutes.
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This is the Unlock Account Screen.

Unlock Account

Secret Question:

What is the title of your favourite childhood book?

Answer for Secret Question

*kEEEE

(J Show Answer

e Enter the following field and click “Unlock”
e Answer for Secret Question (must match the answer given in enrolment).
e Click ‘Cancel’ if you wish to cancel your action and return to the Home Page.

o Click on ‘Show Answer’ checkbox if you want system to display what you are typing or
have typed.

Upon successful unlock, you will be shown the message below and an email will be sent to you.

Unlock Account

Account unlock successfully : Your Windows login account has been
unlocked successfully. The system will automatically logout shortly or click

here to logout immediately.
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UPDATE ENROLMENT
Pre-requisites:
You must have the mobile phone number with which the number has been enrolled in this Self-
Service Portal with you. This is for receiving the One Time Passwords (OTP) which is required

during the enrolment update.

Use this facility if you need to change any of the following:
e Mobile Number

e Secret Question

e Answer for Secret Question

You will be requested to login when you click on the Update Enrolment option on the Self-Service
Password Portal Home Page.

Enrclment Registration

Domain\Username

Password

Please enter your current Windows login password

Cancel MNext

e Enter your Domain Name\Username and password

e The system will verify your credentials against the AD ID.
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After the successful login, you will receive a One Time Pin (OTP) via your mobile phone.

Enrclment Registration

Domain\Username

SHS5\MarySch

One Time Pin

— —

One Time Pin
If you don't receive the OTP. Flease click here to generate a new OTP
Cancel Next

Only registered user will receive OTP, please click here to enroll if you haven't registered in

the SSPP.

e Enter the OTP shown on your mobile in the One Time Pin field and click “Next”.

e Click ‘here’ to request for a new OTP if you did not receive the OTP or have accidentally deleted the
OTP from your mobile phone or that your OTP has expired. Note that the OTP expiry is 3 minutes.
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This is the Update Enrolment Detail Screen. This function allows you to change the following:

e Mobile Number
e Secret Question

e Answer for Secret Question

Mobile (+65): 91234567

Edit
Secret Question: What is the title of your favourite childhood book? Edit
Answer for Secret Question: === Edit

Save Cancel

Click on the ‘Edit’ corresponding to the information you wish to change. An entry field will be
enabled to facilitate the desired changes.
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The screen below shows all 3 fields enabled for change.

Mobile (+85):

+65 91234567

Only 8 digits are allowed. Example: 91234567

Secret Question:

What is the title of your favourite childhood book?

Answer for Secret Question:

[Jshow Answer

Answer can not be blank.

Minimum length of secret answer is 10.

Save Cancel

Update the field(s) and click ‘Save’.

Cancel

Cancel

Cancel

Click on ‘Cancel’ on the right top of the entry field if you do not want to change the field.

If you wish to cancel your action(s) and return to the Home Page, click the ‘Cancel’ button

located at the bottom of the screen.

Click on ‘Show Answer’ checkbox if you want system to display what you are typing or

have typed.

Upon successful change, you will be shown the message below and an email will be sent

to you.

Update Enrolment

Enrolment detail has been updated successfully : Click here to go back to the

home page or here to logout immediately.
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End of document

Sensitivity Label: General
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